CALIFORNIA IT STRATEGIC PLAN SUMMARY

Mission: Information technology support for the Executive Branch of California State
Government will operate as a seamless enterprise, delivering consistent, cost-effective,
reliable, accessible and secure services that satisfy the needs of its diverse public and

private customers, including the People of California, its business communities and its
public sector agencies.
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CALIFORNIA IT STRATEGIC PLAN-GOAL 1

Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

1.1.1 Provide a comprehensive set of policies,
standards, web templates and toolkits to assist
agencies in the transformation of the State’s portals

1.1.2 Adopt a California In-Touch
Initiative Charter and a model
Charter for the development of
Service Centers for various lines

and web pages. of business.

1.1.4 Take steps to provide guidance for
the DTS, State and Consumer Services
Agency and California State Library to train
internal resources in various web
development disciplines.

1.1.3 Initiate ongoing discussions with
communities of interest across Agencies
and Departments to develop policies and

methodologies for the preservation of

information on State portals and web

pages.
1.1.5 Implement a contract to re-architect
the current State portal and provide
advanced technology resources for optional
use by State agencies to upgrade their
Internet services.

1.2.2 ldentify selected
State agencies as the
owners of identify data
for persons, businesses
and other entities

1.1.6 Complete a refresh of State agency
web pages consistent with the policies,
standards and web templates available on
the eServices website or report to the
Director of eServices on plans for
completing the refresh.

OBJECTIVE 1
Develop a
Foundation for
Transforming

1.3.1 Sponsor
Government P

the Geospatial
Information
Executive
Committee to
oversee the

1.3.2 Provide strong
statewide leadership for
the review of business
processes that lend
themselves to better
leverage Geospatial data

1.2.1 Establish a
Federated Identify
Management

Steering Committee C ) . ;
respongme for consistent with the intent planning, assets and related web
to maximize secure and acquisition, services for business

establishing a State ! ]
vision, policies and reliable collaborative data

standards regarding collection, management

identification and and data sharing.
authentication of
State system users
and da%/a. GOAL 1
Make
Government
, Services More
Accessible
OBJECTIVE 2
Leverage Services
Between State,
Federal and Local

Government and
Promote
Interagency and

Intergovernmental /

Data Sharing 1.3.3 Work with the
California GIS Council to
plan and begin

1.2.4 Work with the Social Security implementation of the CSDI
\AdmnStraton to develop data sharing which will define the data

implementation
and support of
geospatial data
assets, systems
and solutions.

decisions.

OBJECTIVE 3
Leverage and
Secure the State’s
GIS Assets

capabilities using scalable enterprise .
architecture, systems,

technologies.

standards, processes and
coordinate the availability of
geospatial data and web
services used by state
agencies and partner
entities.

1.2.5 Work with AlIO’s and CIO’s
to identify other opportunities for
expanding interagency data
sharing consistent with privacy
interests and fair information
practices.

1.2.3 Develop policy,
privacy and data sharing
rules recommendations
to support statewide
business needs for
identity management.



CALIFORNIA IT STRATEGIC PLAN-GOAL 1

cont’'d

California, its business communities and its public sector agencies.

Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of

1.4.1 Deliver to OBJECTIVE 4

the Governor a

roadmap for a Support Statewide
health IT program. \ Efforts to Develop
Health IT Solutions

and Promote
Health Information

Exchange
1.4.2 Incorporate the existing
CA Govt Committee on HIT into
the State’s IT governance
structure.
GOAL 1
Make
Government

Services More
Accessible

1.5.1 Deliver a preliminary
report that identifies
administrative actions that result
in immediate promotion of

1.4.4 Ildentify current or new
state projects and resources that
can be leveraged to support HIT
adoption and/or improve State
health services and operations.

1.4.3 Establish a HIT Liaison
who coordinates HIT initiatives
with federal, state and local
governments.

1.5.3 Business, Transportation
and Housing Agency shall be the

broadband access and usage in
the State.
OBJECTIVE 5
Support Statewide
Efforts to Expand
Broadband Access
and Usage in
1.5.2 Deliver a comprehensive California
report on broadband deployment
and usage.

lead agency.

1.5.4 DTS and DGS shall takes

steps to facilitate use of state-of-
the-art technologies.



CALIFORNIA IT STRATEGIC PLAN-GOAL 2

Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

2.1.1 Finish preparing an SPR to acquire a system
encompassing the areas of budgeting, accounting
procurement, cash management, financial
OBJECTIVE 1 management, financial reporting, cost accounting,
Develop an integrated financial asset management, project accounting, grant
management and human resources management.
management system for use by all

agencies and the Legislature initially

encompassing budgeting, accounting 2.1.2 Develop an RFP for FI$Cal Project and
and procurement functions, and continue conduct a business-based procurement for
development of the statewide paer“ statewide software and system integrator services.

project.

2.1.3 Continue development of
the 21°% Century Project.

2.2.2 ESGB will be charged

with making final policy

decisions of statewide import

and impact in matters
referred to it.

OBJECTIVE 2
Establish Executive
Governance for Projects
with Significant Statewide
Implications

A

2.2.1 ELC will establish a forum
and governance structure for
stakeholders of enterprise
projects and initiatives in
development by State agencies.

Applications and
Systems to
Improve Efficiency
and Cost-
Effectiveness

2.3.4 Develop a methodology
and a set of tools that
departments can use to self-
assess the privacy impact of
proposed new and major
modifications to existing, IT
systems that contain personal
information.

2.3.1 Initiate ongoing discussions with
groups or communities of interest across
Agencies and Departments to develop
policies and methodologies for the
preservation of digitally formed state
records and documents.

GOAL 2
Implement 2.3.3 Adopt and publish
Common Business policies and related

procedures to require
full lifecycle
management of digital
material.

OBJECTIVE 3
Create Coherent State
Processes for Access,

Management and
Preservation of Digital
Material

2.3.2 Coordinate the sponsorship of one
or more projects to demonstrate an
integrated approach to transitioning
digital documents.



CALIFORNIA IT STRATEGIC PLAN-GOAL 3

Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of

California, its business communities and its public sector agencies.

3.1.1 Update the IT Security
Program Guidelines.

3.1.2 Develop general standards or
guidelines for remote access
authentication implementation.

3.2.1 Survey
departments on
existing and planned
efforts in
implementing data
encryption.

OBJECTIVE 1
Adopt Statewide

Security and Privacy \
Protection Standards

OBJECTIVE 2
Assess and Mitigate
Security and
Privacy Risks

GOAL 3
Ensure Information
Assets are Secured

and Privacy
Protected

3.2.2 Implement a
refined Information
Security Incident
Reporting and
Notification Process
and ensure adequate
training is provided
to state employees.

3.2.3 Develop a
methodology and a
set of tools that
departments can use
to self-assess their

3.3.2 Develop and
publish a document
outlining the general
roles and responsibilities
assigned to an agency’s
vulnerabilities. 1SO.

3.1.3 Develop a general
Internet acceptable usage policy
and a related best practice
guideline for agencies.

3.1.4 Provide continuing education and
training for security and privacy protection
awareness for state management and
staff.

3.3.1 Identify all existing
IT security groups and
committees,
documenting the charter
and stakeholders of each

group.

OBJECTIVE 3
Develop a Governance
Structure for IT
Security

3.3.3 Develop a
recommended approach
to statewide IT security
governance.



CALIFORNIA IT STRATEGIC PLAN-GOAL 4

Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

: : 4.1.2 Partner with DTS and one or more
?dl,léitce:EAﬁsvewgr%ﬁilt%%t?ﬁfeD'reCtor departments to build a SOA-based
P : environment to host multi-departmental

OBJECTIVE 1 share business services.
Adopt a Statewide
Enterprise Architecture

4.1.3 Continue to develop and 4.1.4 Continue developing models and
maintain recommendations and onging maintenance of Enterprise
documentation in support of the Architecture Domain deliverables:
following Enterprise Architecture o BRM

Initiatives: o DRM

o California Service Centers o SRM

o Enterprise Business Systems o TRM.

o ldentity and Authentication

o GIS

o Health IT.

v

GOAL 4
Lower Costs and
Improve the Security,
bisimess orintad, Reliability and

statewide Performance of the
telecommunications

strategy addressing the ' .
full ragée of 9 State’s IT 4.3.1 Designate one or

telecommunications Infrastructure more demonstration

services used by state projects to modernize

agencies. outdated and ineffective
legacy application
systems.

OBJECTIVE 2
Consolidate Technology
Infrastructure and

Services
OBJECTIVE 3
Modernize Legacy Systems
4.2.2 Submit the

) Network Infrastructure
4.2.3 Submita Consolidation Business
Server Consolidation Case.
Strategic Plan.

4.3.2 Partner with one or more
departments to develop and demonstrate
rapid development of web services
accessibility and service delivery via the
existing business rules in those legacy
application systems.



CALIFORNIA IT STRATEGIC PLAN-GOAL 4
cont’d

Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

4.4.1 Assess and report
on the overall

4.4.2 Assess and report programmatic benefits of
on the economic benefits the existing Strategic
to the state resulting Sourcing Initiative.

from the existing
Strategic Sourcing
Initiative.

OBJECTIVE 4
Pursue Enterprise-Wide

Procurements 4.4 .3 Develop a revised Plan for
Strategic Sourcing to extend the

. program to areas with probable
4.5.1 ldentify and propose ﬁ justifiable savings, and to revise

comprehensive disaster - or suspend the program in those
recovery solutions for all IT 4.5.2 D.eVEIO.p c_r!terla areas where anticipated savings
for setting priorities to

infrastructure components ; have not been realized.
) re-establish
that it supports.
governmental

operations in the event
of a large-scale disaster.

OBJECTIVE 5 _4.6.2 Gather document
X intake management and
Ensure IT Disaster

document printing
Recovery Plans, Processes, environments baseline

and Capabilities Support GOAL 4 information.
Continuity of Lower Costs and
Governmental Services Improve the Security,

OBJECTIVE 6
Standardize State
Document Management

Reliability and
Performance of the
4.5.3 Establish State's IT
consistency Infrastructure
between
Operational
Recovery and

Systems
COOP_/COG 4.5.4 Establish a workgroup to ¥
planning develop and publish an agency IT
efforts. operational recover review
process. 4.6.5 May
4.6.1 Sponsor Propose
a statewide Legl_slatlon to
Document begin
Management consolidation
Systems for Document
Committee. Intake
Management
Centers and/or
4.6.3 Issue a request for solution Document
proposal on how document intake Printing
management and document printing Centers.
centers within the state could be
consolidated or leveraged.

4.6.4 Complete and publish
analysis of Document Intake
Management and Document
Printing Centers.



CALIFORNIA IT STRATEGIC PLAN-GOAL 5

Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

5.1.2 Identify comprehensive

training and recruitment strategies 5.2.2 Develop
to reduce the risks of the 15 Recruitment
identified skills in jeopardy as and Exam

identified in ITMA X111 Skills Ga 5.2.1 An IT Classification
Report. P Plan will be vetted and Plans.

readied for adoption.

5.1.1 Establish a framework
to address statewide IT
succession and workforce
planning needs.

5.1.3 Complete the
Succession &
Workforce Planning
Tool Kit.

OBJECTIVE 2

OBJECTIVE 1 Modernize the IT
Lead Succession and Classification Structure
Workforce Planning and Selection Tools and

Methods

—— 7

5.1.4 Enable 5.1.5 Identify
training workshops implementation
scheduling. success
measures for 5.2.3 Develop and publish a list
completed M of common competencies and a
training. Strengthen staff development strategy for
5.1.6 Facilitate the our the State’s HR practitioners.
development of a Technology
plan to maintain W kf
and update the orkKrorce
statewide vacancy
data.
5.3.1 Implement
Student Internship.
OBJECTIVE 3 OBJECTIVE 4
Expand Recruiting Provide Professional
Efforts for Technology Development for
Professionals Technology Personnel
. 5.4.1 Facilitate Leadership for the
5.3.2 Develop recruitment Government Executive sessions.
strategy for new IT
classifications and selection 5.4.3 Facilitate
systems. establishment of a

process to update and
maintain a Professional
Development Curriculum
& Catalog.

5.4.2 Sponsor implementation of
basic supervision program for IT
supervisors.



CALIFORNIA IT STRATEGIC PLAN-GOAL 6

Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

6.1.2 Ensure that decisions about IT
. . projects are timely, consistent with
?.1.Oil%ngre(fa L;]pogcsltgfflng and funding enterprise-wide strategic directions,
or Office of the : standards and architecture, and cost-
effectively support clearly defined
business needs and goals.

6.1.3 Conduct
OBJECTIVE 1 regular

meetings of

Establish a Layered |, 5|05 and the

Technology Director of
Governance Structure DTS.
6.2.1 Establish cross-agency QQAL 5
steering committees of key .
stakeholders and control Better Align
agencies. Enterprise
Business
Planning with
Technology
Governance
OBJECTIVE 2
Improve Alignment of OBJECTIVE 3
Technology Implement
Governance with Performance Measures
Business Planning

6.3.1 Establish a high level cross
departmental Performance

Measurement Advisory Committee. 6.3.2 Implement a

pilot project to
measure key
metrics for

. managing day-to-
6.3.3 Make recommendation day IT operations
for standard model(s) for and measure
defining and measuring service level
performance. metrics.




